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Data Protection Policy

1. Introduction

DC Security Services Ltd t/a 3000 Security Services ("the Company") is committed to
protecting the rights and privacy of individuals, including staff, customers, and others, in
accordance with the UK General Data Protection Regulation (GDPR) and the Data
Protection Act 2018.

This policy outlines the Company's approach to ensuring compliance with data
protection regulations, the responsibilities for handling sensitive data, and the measures
in place to ensure the security and privacy of personal data.

2. Scope

This policy applies to all employees, contractors, and anyone who has access to
personal data held by the Company. It covers all personal data processed, whether in
electronic or paper form.

3. Definitions

¢ Personal Data: Any information relating to an identifiable person who can be
directly or indirectly identified.

e Processing: Any operation performed on personal data, such as collection,
storage, use, disclosure, or deletion.

« DataController: The entity that determines the purpose and means of processing
personal data.

« DataProcessor: The entity that processes data on behalf of the data controller.

4. Data Protection Principles
The Company follows the principles of data protection as outlined in the GDPR:
1. Lawfulness, Fairness, and Transparency: Personal data must be processed
lawfully, fairly, and transparently.
2. Purpose Limitation: Data must be collected for specified, legitimate purposes
and not further processed in a manner that is incompatible with those purposes.
3. Data Minimisation: Only the data that is necessary for the purposes stated
should be collected.
4. Accuracy: Personal data must be accurate and, where necessary, kept up to
date.
5. Storage Limitation: Personal data should only be kept for as long as necessary
for the stated purposes.
6. Integrity and Confidentiality: Data must be processed in a manner that ensures
appropriate security.
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5. Responsibilities
¢ Company Directors: Responsible for ensuring compliance with data protection
legislation and this policy.
« DataProtection Officer (DPO): Graham Perkins is responsible for overseeing the
Company’s data protection strategy and its implementation.
¢ Employees and Contractors: Must adhere to this policy and ensure that
personal data is handled in accordance with the Company's standards.

6. Data Subject Rights
Data subjects have the following rights regarding their personal data:
e Therightto be informed about the collection and use of their data.
e Therightto access their personal data.
e« Theright to rectification if their data is inaccurate or incomplete.
e Theright to erasure of their data under certain conditions.
e Therightto restrict or object to processing under specific conditions.
e Theright to data portability.
e Theright to lodge a complaint with the Information Commissioner’s Office (ICO).

7. GDPR Compliance Programme
The Company has established a GDPR compliance programme, which includes:
¢ Regular audits of personal data processing activities.
¢ Employee training on data protection and GDPR responsibilities.
e Procedures to handle data breaches and notify the ICO and affected individuals,
where required.

8. IT Data Security
The Company ensures that all personal data is protected from unauthorised access,
accidental loss, destruction, or damage through appropriate technical and
organisational measures. These include, but are not limited to:

¢ Encryption of sensitive data.

¢ Regular updates to software and systems to address security vulnerabilities.

e Access controls to limit data access to authorised personnel only.

e Regular backups of data.

9. Data Breach Procedure
In the event of a data breach, the Company will:
¢ Reportthe breach to the DPO immediately.
e Assess the scope and impact of the breach.
¢ Notify the ICO within 72 hours if the breach poses arisk to data subjects.
¢ Inform affected individuals where applicable.
e Take steps to mitigate any further risk.
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10. Monitoring and Review
This policy will be reviewed annually and updated as required to reflect changes in data
protection legislation or Company practices. All reviews will be approved by the Director.

Approved by: Darrell Coghlan
Signed: ;:Z)

Position: Managing Director
Date Signed: 18t December 2024
Review Date: 18" December 2025
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