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Cyber Security Policy 
 
1. Purpose 
The purpose of this Cyber Security Policy is to establish guidelines for protecting the 
company’s data, systems, and networks from cyber threats, ensuring business 
continuity, and complying with legal obligations. This policy supports our commitment 
to adopt the National Cyber Security Centre’s (NCSC) 10 Steps to Cyber Security and 
applies to all employees, contractors, and third parties. 
 
2. Scope 
This policy applies to all IT systems, networks, and data managed by DC Security 
Services Ltd, including information accessed or processed remotely by employees 
working from home. 
 
3. Roles and Responsibilities 

• Director: The Director is responsible for approving the Cyber Security Policy and 
ensuring that regular reviews are conducted. 

• Cyber Security Lead (Graham Perkins): Responsible for implementing and 
monitoring cyber security practices, identifying potential threats, and overseeing 
incident response. 

• Employees: Responsible for following the company’s cyber security policies and 
reporting suspicious activity. 

 
4. Incident Response and Backup Processes 
DC Security Services Ltd will maintain an incident response plan to address potential 
cyber security incidents. This includes: 

• Identification: Immediate identification and logging of any cyber incident or 
breach. 

• Containment and Eradication: Actions to contain and remove any threat while 
minimising impact. 

• Recovery: Restoration of systems from secure backups to ensure business 
continuity. 

• Backup Systems: Critical systems and data are regularly backed up, with storage 
on secure, off-site servers. Backups are tested periodically to ensure they are 
recoverable. 

 
5. Data and System Management 
DC Security Services Ltd maintains an inventory of all data and systems under its control 
and classifies them based on their sensitivity and criticality to business operations. 
Proportionate security controls are implemented to safeguard each asset. 
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6. Security Controls 
• Access Control: Access to systems and data is restricted to authorised 

personnel only. 
• Encryption: Sensitive data is encrypted both in transit and at rest. 
• Patching and Updates: Software and systems are regularly updated to protect 

against vulnerabilities. 
 
7. Logging Capabilities 
The company has implemented logging mechanisms that record activity on key systems. 
Logs are regularly reviewed to detect and investigate unusual activity. 
 
8. Home Working Security 

• Access to Company Resources: Employees working remotely must use secure, 
company-approved devices and access systems through a secure Virtual Private 
Network (VPN). 

• Threat Assessment: The company conducts periodic assessments to ensure 
home-working arrangements do not introduce new security risks. 

 
9. Adoption of NCSC’s 10 Steps 
DC Security Services Ltd has adopted the National Cyber Security Centre’s 10 Steps to 
Cyber Security, which provides guidance on risk management, incident response, and 
security control implementation. 
 
10. Training and Awareness 
All employees receive regular cyber security training, including recognising potential 
cyber threats (e.g., phishing attacks) and the importance of data protection. 
 
11. Policy Review 
This policy will be reviewed annually, or more frequently if required, to ensure it remains 
up to date with evolving cyber threats and industry best practices. 
 
 
Approved by:  Darrell Coghlan 
 
Signed:   
 
 
Position:  Managing Director 
 
Date Signed:  18th December 2024 
 
Review Date:  18th December 2025

 


